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N13951980UILATOUAUAWBLUL:

U8N139159388Y | 1RU0N159 I UAIIATOUATUMINBNUTIIATAMUAn 8 lANg e
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Conclusion)
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o gnsrvdeunniiunisduiinadnuliaenades 3ndens39nUaLUUNBSUII8I1Y
Aulidanaans (Non-conformity Report (NCR) Form) 29998911 Lagdndisia9iunis
nraaeuliifunhsnuamziiisidesnuiiviisaudvun Wesnwiinwaudulunis
MTITADU

. ANYYINNULIANBNANIINTIVEB U UINN I I8 AUEIURIMUIB U N3BAUENTIUNIIATIAABY
YoMy WieAnyNsIINSAY 9 MldFuteumneInTisny

. Anzyinnu andunsuiluauliaenndesnintansiany tagalunisniunszuiunsuiusnig
wilvanuliaenades (Corrective Action Procedure) ¥@aviIeau
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®. GUIDELINES FOR AUDITING CRITICAL INFORMATION INFRASTRUCTURE, Cyber Security
Agency of Singapore, JANUARY bolbo

Link: https://www.csa.gov.sg/docs/default-

source/csa/documents/legislation_supplementary references/guidelines for_auditing_critic

al_information_infrastructure.pdf

. 1SO exoee:woer Guidelines for auditing management systems, 1SO, July boes
Link: https://www.iso.org/standard/elooeel.html

6. LUINNEINITATIIEBUMUNNSS NwIANLTUAUasnseleiuas @1unauanensSUNISNNSSAY AL
Juaslasnneluuashiani
Link: https://dg.th/dcnxmabuio
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. Unii1 (INTRODUCTION)

0.0 AMAEIAYTaINMTUsTRuAMuEssduAuTuasaenseluad

feanuimiimanaluladedissinia givimdvesdeanaunislauesiasuly
wazanudunIvaiifiuty aaduduaduauasade endaeunle wavanmuindeslunisie
(pafmsuman) oudayfunudssumiuiuacaondeluvesiinnty Sorvdmansznulumeay
siedantu dojuadeusndulunisdansanudsduautunclaensieluesivanieddl
Uszansnm

n13Usziiumudssiiuninudunilasndelaiuas (Cybersecurity Risk Assessment)
(Boni1 "nsUssfiuamdes’ (Risk Assessment) udinddyvainszurunisdanisanudeses
anntu lnensussifiuanandssazannse:

- S8YWMANIT “daflo1afianann (What Could Go Wrong)” @asfnidunaniain
msnsgviiseelneganaiy uazenatlugnadndvnagsiailifieusyasd

- uuRseRuvsIndsaiuausiunsaendulsuesfideundy arudilafififeaty
seRuAIAsaagliantuansnumnsiuiuniswagningnsiiieme Wedanisfuam
Fadididfunnuddngean

~a¥1tmusssufiasenindenlnmidesnisluanity n1sUsefiuaiiude
Hunszuiunisen q Mneadesfumslininnuiidusufnaierfuniudssdunaluladuazis
fintianufananusulvaenndesiuinguszasiniegsna

. InQUszaeA (PURPOSE)
WA 1 UTNTBUNITANAUINULNYINUATA A UNITUTLTUAINULESIATUAINULTUAS
Uaannelouasimunyay

an. sl vaneLazvauLlYn (Audience)
nauthvnedifedeluil
- {dulddiude (Stakeholders) (Wi vt gauaseuu @av) aeluanidu
- i nmmeusnvedluinssiiiunisussiiunudeduuuvesannty

<. YauLun (SCOPE)
YauLnveILIadulifadulunnseuaudss MsUseliu wasnsTan1swinty dnsu

'
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&. #319U3uNAULEYS (ESTABLISH RISK CONTEXT)
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Lifinnsuszfiuanudenisinuiaadasnfomslaues envdsmansznudodeyauaznineans
drAglu nsanliunisegvesssianazesdnsle msldunsmsdnwianudasadenislyiues 13503
AWML OWASP Risk Assessment

- pmathazdu (Likelihood) Tesmansalfoanauiiistutudesinivemingay; ua

- HansgnUTiAnTu (Resulting Impact) NMIAnmANsalieanaAY

Risk = Function (Likelihood, Impact)

NSUSTANULHY
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wan1salieAnAy (Threat Event)
mansalFeanaty mneds mgnsaile o lusgninediganatu (Threat Actor) 1¥animes
foananu (Manssvhlpeszyqaramueiiannsadifessuuneuiunesuiondodts (3endn nnmes
nslaud (Threat Vecton) nazvhronindaludnuaziionansliansunse lutdumemnsinwmainy
funsaoadeluved mgnisaifuanamaiunsnssylidienads wmada uazduneu (Tactics,
Techniques and Procedures (TTP) ﬁiﬁﬁmaﬁﬂﬂmm
® Ransomware (Wsuduua?) Fadunislusawsiiinguszasdnyaiulunislanideya
nd waztenansnnglussuvansauwmevasdmnelagisnsiinsiadeyanigianisnig 9
W n15115Wade Advanced Encryption Standard (AES) failunilslusinsgiunis
dhsaildsuanudetiolugnamnssuuazesdngsing 4 idesnisairsauiiulaagam
JaondfevestoyaiiolalliBuanunsndisiaiudurestoyald fewmgieilnglinTd
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voudmungyilildarusadlddeyalasunitazdnearlatoyaliius W u
Ransomware
® Phishing (W) Aensleudguuuunilsfinasnlifitminonsendoyadiuyana Joyai
Huaudu doyanisnisiiu deyatnguszvivu meisnisens o ieliidmnedsdoya
dulsituglanted wunisdsdiwanasnitmane “aufinsnsufuidusuounds winlily
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® Malware (faua3) v3e Malicious Software (woMFiLIsSuns18) Aewomlduasiimunlang
lin¥ed enlusdoyanazaisanudemelifuszuunoufinnes lnssfauriuldus

santurateUssan 1wy
e Virus (125%) Wugendursiiludunsenessuvarsaunmiuogisdlaegaiulunis
Taud davnaieliliszuvaunsaldaule
ad I I3 fa & W | aa a L a
® Worms (123%) L[UULDNALITNIUUDUATIUNDTLUUASINANLNISIYDUABNIUTEUULATDUNY
nanglunaznguanlnewenduisvialyaduiienislaud 9a119n15vnuwaz Ve
dssanigluszuunserigaurinliliaunsaldaussuvasaunale

® Trojan (ns3u) Wuvenduwrsndidmunensinfuldsuwlauiludoyadaenvdmasie
Augnesavesteyanitlusruasaumavsaninadsinenglussuvansaumale
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® Spyware (dU181L75) ¥aNALITUTEAIATIENYINNIUBY AU UUABUNIADILAL 189U
nduludldszeslng lnvaureuasyuiuiionluedeyanianisiuniedoyadiuynna
Adware (KaaK33) AsgaALIsTTIUTINTYANTIdUTTUUARUT MBS LA IALAT Y
lawanlitudnne fudidueawisonslddudunsie wiluuinsdueawisanaiiliie
Jamiuszuvarsaumdalddaenwisaunsaivisuulandunianisdifaivledlug
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Auleanlivaendyle

® Data leaks (Tayasalua) Joyasilnaifintulleliveyafiazidundouniedoyainidu
auaugniUawmelaglildnslavudumesidavseguuuudula nsihdeyasenlageia
Uuiine1u Flash drive External Hard disk #38W1uiA38eAUiImasnNNILaZAANTTgeY
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994l1d (Vulnerability)
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&lo fvuanddesfisausuld (Determine Risk Tolerance)
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&.on NMUUAUNUINUAZAMUSURNYDU (Define Roles and Responsibilities)
eludlaindildulddudsnssrindaunumnaanidusuudniiansussdiuanudes
dvdhAnyRedesssylvidaaualmin unummanlusuuRndnnisussliuannudss loun

v

U115 (Head of Organization)

Wantifienqlaseiugean (Highest-level Senior Official) neluanifufifianseniii
wazAUSURRTaU (Responsibility and Accountability) taesaulunisvilwiulainaudelssu
nsdnmsagnamnzaumeluszdufivonsulfvesanitu warsouiuaruissfivieamun

Heddun1suinsaanudes (Risk Management Function)
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Heritumaluladuaznisafiugiu (Technology and Operations Function)

yanavidonguaeluaniuiisuiaseulumsthisdnuwuasmasidunuredasadsiugiu
yamelulad siufaeiedisuazueundindy Weatuayunisimauvesssuufiatuayuianssums
5309 WanwiAsiinnindduvesszuvkaznisanduaiudiumadaduadgied
wazannsalimuuzifnfunansenumamaiindmiuszuuiignyngnlel

HeritunuiunsUasndeleues (Cybersecurity Function)
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o. Aufiunsusziiuaandes (CONDUCT RISK ASSESSMENT)
mi‘disLﬁummLﬁaaﬂ?uLﬁaaﬁUﬂﬂiszqmmﬁaaﬁLawwwwmﬁuamwumé’am

LLazmsﬁmumzé’fmaqm’mL?iw‘?iszq Funoundnlumsuszdiueudes 1ud msisqmﬂmﬁm (Risk

Identification) N1334AT1ALEES (Risk Analysis) wavnsUszfiunudes (Risk Evaluation)

Step 1: Risk Identification
Step 2: Risk Analvsis

Steb 3: Risk Evaluation

T
s i

UM o NIzUIUMTANTUNTUTEEUANESS

o/ ] 1
5.0 TUABUN o: N1T3TYANMEES (Risk Identification)
NU A: szqm%’wéﬁu (Identify Assets)
U a QIJ U tﬂl ! “« 1 l&' tdl 1 y,, U 5 lal
Aean1gnanuduaUaendelusaidn “aaliauisaunlesddiinalaisla” dedu dausn
Pmsanfiunisfenisszywazasmzioundndgdunanmeninuaznnnssnsianuaussnaududu
sruuilegaigluvaulunnisuseliuainudes Weszyninddu dsdAyfodesanduiinninddu
WAty
Y e °o w U A P A o w ! (Y (3
® yingdudAgy (Crown Jewels) - NINYAULUATULANUEIAYADNITUTIFINGUTZAIANY
ganaleesn uardinasiluddglanddesnsuaronysslon
Aa0819: TusguuAIvANLUUNTER1e (Distributed Control System (DCS)) waabsaluliln
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. NIST SP @oo-mo Rev. @ Guide for Conducting Risk Assessments, NIST, September boeb

Link: https://csrc.nist.gov/publications/detail/sp/@oo-mo/rev-e/final
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